RSA AUTHENTICATION MANAGER 8.0

Feature Overview

ESSENTIALS

Delivers Flexibility and Convenience

with a New Risk-Based

Authentication solution (optional

license)

e Expands the use of Strong
Authentication for web based
applications

e Easily deploy Risk-Based
Authentication alongside hardware
and software-based authenticators

e Significantly lower authentication,
administration and deployment
costs

Lowers Total Cost of Ownership

e  Utilize a suite of built-in features
that addresses the most time-
consuming and costly tasks
associated with managing an
enterprise authentication suite

e Allow your IT staff to do more with
less

Maximizes the Potential of Your

Virtual Environment

e Take full advantage of virtualization
in your organization to ease
deployment, administration, and
on-going system management

e Leverage infrastructure and
virtualization skills you already have
on hand

RISK-BASED AUTHENTICATION

Optionally licensable authentication method up to 20,000 users

Single license for both Risk-Based Authentication and On-demand (SMS)
Virtually transparent to end users

Utilizes device and behavioral characteristics to create assurance level
Perpetual license, no expiration

Step up methods: On-demand or challenge questions

Separate maintenance required on RBA/ODA combo license

CORE ENHANCEMENTS

Faster deployment and configuration

Simple patching procedure

Simple, Advanced and Test migration options

New and improved database and replication model
Seamless Identity Source integration

IPv6 support (agent-server)

Simple hostname & IP address change

Simple certificate replacement

Improved monitoring and security with SNMPv3
Support for 1,000 concurrent administrative sessions

Support for 30,000+ RADIUS Clients

TROUBLESHOOTING

Help Desk User Dashboard
Critical System Notifications for proactive management
Logging improvements for faster time to resolve problems

Replication management & troubleshooting

Improved troubleshooting documentation




FEATURE OVERVIEW
USER DEPLOYMENT

=  Web Tier for DMZ deployment of Self Service, CT-KIP services and RBA
Proxy

=  Easy/fast customization and branding

= I18N/L10N localization in 4 additional languages

ADMINISTRATION

= Simplified and enhanced backup/restore

= Tightly integrated RADIUS replication, backup and promotion

*= Fast and Secure Software Token Distribution

=  Administrative Command Line Interface (CLU) moved to the GUI
= New Import / Export users and tokens

=  Streamlined system configuration

=  Network Troubleshooting Tools

=  Cross Trust (Cross Realm) Deployment

= Improved MMC Console

VIRTUAL APPLIANCE

=  Support for VMware vSphere tools such as Snapshot, vMotion, High
Availability and Fault Tolerance

= Standards-based Open Virtualization Format (.ova)

= Based on hardened SuSE Linux 11 SP2

= Standalone or clustered VMware deployments

L] Fast deployment time - Virtual Appliance deploys in 20 minutes
=  Compatible with Enterprise & Free Versions of ESXi & vSphere

= Hardened Security Profile follows STIG guidelines for Linux

CONTACT US

Please contact your RSA Authorized
Distributor or Account Manager for
more information.
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